Proc. of Int. Conf. on Current Trends in Eng., Science and Technology, ICCTEST
G R Eem::%ie%

Examine Security Issues Related To Proactive
Routing Protocols For Manets

Chandrakala
Asst.Prof, Dept.of Computer science,
Don Bosco Institute of Technology, Bangalore

Abstract— Mobile ad-hoc network is one of the most favorable fields for research and
development of wireless network. Specifically, we examine security properties of the
Optimized Link State Protocol(OLSR)- one example of a proactive routing protocol for
MANETS. Due to severe challenges, the special features of MANET bring this technology
great opportunistic together. This describes the fundamental problems of ad hoc network by
giving its related research background including the concept, features, status, and
vulnerabilities of MANET. This paper presents an overview and the study of the routing
protocols. Also include the several challenging issues, emerging application and the future
trends of MANET.

Index Terms— MANET, Wireless Networks, Ad hoc Networking, Routing Protocol.

|. INTRODUCTION

A Mobile Ad-hoc Network (MANET) may be a assortment of node that is in a position to attach on a
wireless medium forming associate impulsive and dynamic network. MANETS autonomous systems of
mobile nodes interconnected by wireless links. The nodes are unengaged to move every which way and
organize the themselves haphazardly. The inherent flexibility offered by these networks, originally thought of
for principally military functions like field communication and field sensing element observance network,
permits for easy readying and appeals to numerous business applications. The set of applications for
MANETS is various, starting from giant scale, mobile, extremely dynamic networks, to small, static networks
that are strained by power sources. Besides the bequest applications that move from ancient infrastructure
atmosphere into the accidental context, a good deal of recent services will and can be generated for the new
atmosphere. painter is additional vulnerable than wired network because of mobile nodes, threats from
compromised nodes within the network, restricted physical security, dynamic topology, quantifiability and
lack of centralized management. Attributable to these vulnerabilities, painter is additional vulnerable to
malicious attacks.

11. THE OPTIMIZED LINK STATE ROUTING PROTOCOL

The Optimized Link State Routing protocol (OLSR) is a proactive link state routing protocol, designed
specifically for mobile ad-hoc networks. OLSR employs an optimized flooding mechanism for diffusing link-
state information, and diffuses only partial link-state to all nodes in the network. In this section, we will
describe the elements of OLSR, required for the purpose of investigating security issues. The OLSR protocol
may be a variation of the pure Link State Routing (LSR) protocol and is meant specifically for MANETS.
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The OLSR protocol achieves optimization over LSR through the employment of MPRs that are best and
selected by neighboring nodes. Unlike LSR, wherever each node declares its links, only MPR nodes declare
links in OLSR. Also, unlike LSR, wherever every node forwards messages for his or her neighbors, the
behavior in OLSR is as follows: just MPR nodes forward messages for those neighbor nodes those best them
as associate degree MPR node. Every node selects its MPR set of nodes in a very manner that, through them,
it will reach all of its two-hop neighbors. A node learns concerning its one-hop and 2 hop neighbors from its
one-hop neighbors’ “hello” messages. By exchanging hello messages, a node finds out that neighbors have
chosen it as associate degree MPR. The neighbors that choose a node as associate degree MPR kind that
node’s MPR selector set. A Topology management (TC) message is distributed to the entire painter
sporadically by every MPR within the network to severally declare its MPR selector set and is employed
within the construction of routing tables in each painter node.

I1l. SECURITY ISSUES

A significant issue within the ad-hoc domain is that of the integrity of the network itself. AODV, DSR,
OLSR and TBRPF permit, in keeping with their specifications, any node to participate within the network -
the belief being that each one nodes square measure well behaving and welcome. If those assumptions fail -
that the network is also subject to malicious nodes - the integrity of the network fails. Associate orthogonal
security issue is that of maintaining confidentiality and integrity of the information being changed between
communications endpoints within the network (e.g. between a mail server and a mail client). The task of
guaranteeing end-to-end security of knowledge communications in MANETS is corresponding to that of
securing end-to-end security in ancient wire-line networks, and isn't thought-about more during this paper.
The first issue with relevance securing MANET routing protocols is so that of guaranteeing the network
integrity, even in presence of malicious nodes. Security extensions to the reactive protocols AODV and DSR
exist, in style of SAODV forward that a mechanism for key distribution is in situ, these extensions use digital
signatures on the route request and route reply messages. The essential principle being, that every node
verifies the signature of a message and if valid modifies the message (if applicable), signs it itself and
forwards the message. During this paper, we'll investigate the problems of security in proactive MANET
routing protocols, particularly with stress on providing a security extension to OLSR.

IV. MANET VULNERABILITIES

Vulnerability is a weakness in security system. Anexact system may be vulnerable to unauthorized data
manipulation because the system does not verify a user’s identity before permitting data access. MANET is
more vulnerable than wired network. Some of the vulnerabilities are as follows:

A. LACK OF CENTRALIZED MANAGEMENT

MANET doesn’t have a centralized monitor server. The absence of management makes the detection of
attacks tough as a result of it's not east to observe the traffic in a very extremely dynamic and enormous scale
ad-hoc network. Lack of centralized management can impede trust management for nodes.

B. RESOURCE AVAILABILITY

Resource availability is a major issue in MANET. Providing secure communication in such changing
environment as well as safety against specific threats and attacks, leads to development of various security
schemes and architectures. Collaborative ad-hoc environments also allow implementation of self-structured
security mechanism.

C. SCALABILITY

Due to mobility of nodes, scale of ad-hoc network changing all the time. So scalability is a major issue
concerning security. Security mechanism should be capable of handling a large network as well as small
ones.

D. COOPERATIVENESS

Routing algorithm for MANETS usually assumes that nodes are cooperative and non-malicious. As a result a
malicious attacker can easily become an important routing agent and interrupt network operation by
disobeying the protocol specifications.
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E. DYNAMIC TOPOLOGY

Dynamic topology and changeable nodes membership may disturb the trust relationship among nodes. The
trust may also be disturbed if some nodes are detected as compromised. This dynamic behavior could be
better protected with distributed and adaptive security mechanisms.

F. LiIMITED POWER SUPPLY

The nodes in mobile ad-hoc network need to consider restricted power supply, which will cause several
problems. A node in mobile ad-hoc network may behave in a selfish manner when it is finding that there is
only limited power supply.

G. BANDWIDTH CONSTRAINT

Variable low capacity links exists as compared to wireless network which are more susceptible to external
noise, interference and signal attenuation effects. 4.8 Adversary inside the Network: The mobile nodes within
the MANET can freely join and leave the network. The nodes within network may also behave maliciously.
This is hard to detect that the behavior of the node is malicious. Thus this attack is more risky than the
external attack. These nodes are called compromised nodes.

H. No PREDEFINED BOUNDARY

In mobile ad- hoc networks we tend to cannot for certain outline a physical boundary of the network. The
nodes add a drifting environment wherever they're allowed to hitch and leave the wireless network. As soon
as associate in nursing adversary comes within the radio range of a node it'll be able to communicate
thereupon node. The attacks embrace Eavesdropping impersonation; migratory, replay and Denial of Service
(DoS) attack.

V. CONCLUSION

In this paper, we've got examined the problems associated with security of a proactive link-state protocol like
OLSR. a number of the insights provided are general to a bigger category of protocols (link-state protocols,
or proactive protocols), whereas others are connected on to optimizations specific to OLSR (such on MPR
flooding). The supply of vulnerability of OLSR, that is common to link state protocols normally, was
identified: introduction of incorrect topology data (either domestically or globally). To secure the protocol
against foreign nodes with malicious intent, a framework was delineating victimization authentication
checks. This framework enclosed the simplest way to diffuse authentication of OLSR protocol messages, a
discussion and outline of algorithms for timestamps to stop the tough downside of replay attacks, within
which a malicious node “replays” antecedently valid traffic within the network. Finally, the framework
enclosed an outline of algorithms for public keys acquisition.
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